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SEMINAR “HACK TO LEARN, NOT LEARN TO HACK"
DO TS. BENOIT MOREL
(CARNEGIE MELLON UNIVERSITY, HOA KY) CHU TRIi

Tién si (TS) Benoit Morel tham gia gidng day
tai CMU tar ndm 1987. Chuyén nganh ctia éng &
dai hoc la Vat ly. Tuy nhién, sau dé 6ng da theo
dudi con duding nghién ciiu vé céng nghé phong
chéng tén Ita va céng nghé bdo mdt. Két qua
nghién ctiu cda éng tdp trung vao céng nghé cao
trong linh vuc qudn su; cdc cdu trac va chi tiét ky
thudt, tdc dong cta chung déi véi viéc kiém sodt
vii khi va chinh sdch quéc phong ctia My. Ong la

chuyén gia trong linh vuc an ninh mang tai CMU.

Trong khudn khé chuong trinh hop tdc
gitia truong DH Van Lang, truong DH Duy
Tan va Carnegie Mellon University (CMU, Hoa
Ky), trong 4 ngay (10 - 13/12/2012), TS. Benoit
Morel @én tar CMU da tdp hudn cho 47 gidng
vién vé ndi dung, phuong phdp gidng day
mén hoc Hacking Exposed.

Hacker - ké “gay chién” trong thé
gidi 30?

3 mén hoc lién trudc dot tdp hudn
nay do CMU chuyén giao la: Elements of
Network Security (01/2011), Cybersecurity
and Information Warfare (12/2011), Web
Application Security (01/2012). Va mén hoc
duoc t6 chuc tdp hudn dot nay la: Hacking
Exposed (12/2012). Su hda hop trong dbi Idp
v cting thu vi!

Vi Hién, Quynh Mi

VGi suy nghi cda nhiéu ngudi, hacker la
nhting ké gdy chién trong thé gidi do. Ching
tim cdch xdm nhdp @€ lam mdt di su an
toan, hodn hdo tam thoi cia hé théng mdy
tinh, website hay phdn mém; c6 thé gdy nén
nhimng tdc hai nghiém trong cho c6ng dong
mang. Nhung véi mét bd phdn khdc, hacker
chinh la nguoi “stia doi” cho nhing khiém
khuyét tiém dn cta san phdm céng nghé
théng tin.

ViGi TS. Benoit Morel, hacker la mét phdn
phuic tap trong thé gidi do ma nhiing ngudi
lam céng viéc phdit trién phdn mém can tim
hiéu. Chinh vi vay, lich s hacking (nguén
goc, cdc méc thoi gian, doi tuong, nhiing
tdc hai nghiém trong...) da duoc TS. Benoit
Morel chi ra nhu su néi loan trong qud khd,
su de doa thoi hién tai va su bién déng manh
mé trong tuong lai. C6 nhiing ké do den
ddng sg, nhdn chim céng nghé trong déng
vG ndt nhu Kevin Mitnick; c6 nhiing nguoi déi
md trdng trong thé gidi hacker nghiém thu
hé théng va chi ra 16 hong dé stia chiia nhu
Tsutomu Shimomura; va cé cd nhiing hacker
“hack” d@é kinh doanh nhu Steve Jobs, Steve
Wozniak. Riéng déi véi Iop tdp hudn nay,
TS. Benoit Morel mong muén xdy dung mét
luc lugng khdc bén canh thé gi6i hacking:
nhiing ngudi biét hack dé ngén ngira hack —
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bdo madt an ninh mang.

Trong 4 ngay, cdc giang vién cua trudng
DH Vian Lang, truong DH Duy Tan da dugc
TS. Benoit Morel huéng dan tham quan thé
gidi hacking va thu “nhdp vai” hacker. Cdc
giang vién Vdn Lang chia lam hai nhém dé
cting thdo ludn, thiét Idp cdc phuong thic va
thuc hién mét cu “hack” thuc thu. Nhdm 1 str
dung céng cu Cain & Abel dé téin céng vao hé
théng mang, ddnh cdp mat khdu. Nhém 2
str dung Aircrack-ng dé xam nhdp hé théng
web. Sau trdai nghiém nay, cdc giang vién
dé nhdn ra nhiing 16 héng trong san phdam
phdn mém ctia minh; va thuc su “thay doi”
thdi dé doi véi viéc san xudt phdn mém:
diing céng cu hack dé chéng hack trong bdo
mat hé théng théng tin mang.

Hacking Exposed - phong thu tu vi
tri cila ngui tan céng

Lam thé nao dé phong tha tét nhdt? Hay
tim cdch doat Idy va khi cda ké tdn céng. D6
cling la muc dich cua viéc dua vao giang
day mén hoc Hacking Exposed cho sinh vién
nganh Ky thudt Phdn mém.
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Khdc véi chuong trinh dao tao Cong nghé
Théng tin phé bién hién nay tai Viét Nam,
chuong trinh dao tao nganh Céng nghé
Théng tin — Ky thudt Phdn mém theo chudn
CMU giang day tai Vidn Lang chd trong vao
tdt ca cdc khau caa quy trinh phdt trién phdn
mém, chu trong vao cdc ky ndng quan ly —
kinh doanh - teamwork cta sinh vién, chu
trong dén viéc cdp nhdt cébng nghé mdi trén
thé gidi. Chinh vi vdy, du thé gici hacking &
Viéet Nam chua thuc su phuc tap, chuong
trinh van muén mang lagi cho cdc ban b6 mat
todn dién nhdt c6 thé vé ra vé an ninh mang
thé gidi, va hudng dan cdc ban phuong thuc
bdo vé hé théng phdn mém do minh phdt
trién bding cdch suy nghi vé céng cu dét nhdp
nhu mét hacker.

Cuing véi cdc mén hoc vé an ninh mang
da dugc chuyén giao trudc day (nhu: Security
Network Practices, Element of Network
Secutity, Cyber Security), Hacking Exposed la
su b6 sung kién thuc, ky ndng can thiét dé
sinh vién nganh Ky thudt Phdn mém hodn
thién chién lugc bdo mat trong phdt trién

phdn mém. Vi Hién, Quynh Mi

Ttr ndm 2008, truding PH Véin Lang trién khai dao tao nganh Céng nghé Théng tin — Ky thudt
Phdn mém theo chudn CMU. Tir ndm 2012, truding BH Véin Lang mé chuyén nganh Qudn tri Hé
théng thong tin (ISM) véi nhiing mén chuyén nganh duoc dao tao theo chuong trinh cdia CMU. Bé
dam bado chat lugng cua chuong trinh, trong khodng thdi gian 2008 - 2010, cdc gidng vién thudc
Duyrdn CMU - Vdn Lang c6 3 dot tu nghiép tai tru sé chinh caa CMU, Pittsburgh, Hoa Ky; tirndm 2011
dén nay, 4 dot tdp hudn tdp trung danh cho giang vién Vdn Lang va Duy Tan, do cdc gidng vién
CMU cha tri, da duoc t6 chuc tai Viet Nam. Téng céng, CMU da chuyén giao cho truong BH Vdn
Lang 27 mén hoc thudc hai nganh: Ky thudt Phdn mém va Quan tri Hé théng théng tin. Sinh vién
theo hoc nganh Ky thudt Phdn mém va ngdnh Quan tri Kinh doanh, chuyén nganh ISM dugc CMU

cdp chimg chi mén hoc néu dat yéu cau ciia mén hoc (dat 7.0 diém tré Ién).
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